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UserName IP Port
0 5.101.40.81 51614
0 5.101.40.81 42298
101 5.101.40.81 40080
1234 5.101.40.81 34849
1234 5.101.40.81 50455
a 84.1.159.99 36054
al 84.1.159.99 48562
aa[140.115.109.165 48436
2a[188.165.195.154 36847
aa00.241.193.111 51340
aaron| 91.121.75.208 60418
abbey 84.1.159.99 54824
Abbott 84.1.159.99 44658
acct| 114.143.59.202 33551
ace| 183.88.225.151 3577
Acotas 84.1.159.99 60038
adam| 163.172.106.92 42464
adam| 144.76.94.181 58084
adam 161.53.81.21 58448
admin| 41.239.89.169 53446
admin 5.59.73.6 45500
admin| 182.91.251.38 57787
admin[128.199.191.144 34606
admin(121.167.221.251 5130
admin 91.66.119.18 60434
admin 91.66.119.18 54765
admin 152.0.96.52 57689
admin| 177.125.22.208 33810
admin| 148.255.18.78 35099
admin| 120.92.142.101 36138
admin 46.171.25.26 54913
admin| 88.174.34.239 36252
admin| 122.152.220.51 37676
admin| 200.107.35.110 53322
admin| 187.49.245.196 48829
admin| 118.121.41.17 2431
admin [165.227.126.162 46254
admin [165.227.126.162 37510
admin 201.20.36.4 43906
admin| 37.114.133.244 54549
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admin| 123.21.114.15 50227
admin| 148.0.126.222 52899
admin| 196.32.194.90 44482
admin 36.89.56.175 60484
admin| 119.28.179.33 43916
admin| 91.236.178.157 53399
admin| 92.222.14.156 58014
admin| 117.102.70.132 56124
admin| 37.114.153.22 40993
admin 5.59.77.222 46478
admin 171.238.71.5 52082
admin| 123.207.39.209 52489
admin 206.252.205.243 16136
admin| 52.228.70.145 32265
admin 5.101.40.81 35162
admin 82.64.45.4 55654
admin [182.140.214.150 2048
admin 8.21.213.131 5385
admin| 35.194.86.118 15113
admin| 201.158.27.47 46700
admin| 119.160.150.47 43612
admin[191.177.205.160 41198
admin| 111.19.140.72 28936
admin 220.173.143.203 8150
admin| 87.27.150.229 65423
admin| 66.155.106.108 36361
admin| 121.190.40.161 39945
admin| 125.88.145.218 49862
admin 37.59.46.226 7945
admin 202.167.232.190 32638
admin| 123.153.98.238 43272
admin [186.193.186.112 47275
admin211.216.174.250 57096
admin| 61.137.191.198 24329
admin| 111.19.140.92 13321
admin 5.101.40.81 41945
admin 202.137.154.188 53490
admin| 14.162.214.144 59497
admin| 147.75.114.113 50894
admin| 14.232.160.213 38226
admin 200.68.18.72 46344
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admin| 111.200.217.66 37078
admin| 202.129.29.135 27913
admin 202.91.82.52 6153
admin| 124.202.155.80 53887
admin| 121.165.20.90 9322
admin| 209.74.120.107 54232
admin 41.39.29.54 58175
admin[177.159.103.123 45411
admin| 37.187.142.14 43232
admin| 138.94.20.188 9224
admin| 112.221.155.21 40713
admin| 181.66.146.70 18697
admin| 163.172.46.49 58377
admin| 1.171.154.218 47072
admin| 183.131.65.10 7133
admin| 83.228.53.153 50840
admin| 148.101.23.101 41560
admin| 202.137.154.47 54949
admin| 213.81.213.173 42394
adminl{104.236.102.142 38662
adminl 103.97.101.2 58873
admin4 | 109.202.18.235 35275
administrator| 163.172.122.64 27059
administrator [106.255.233.154 38646
agsadmin| 114.251.39.161 42507
aiswaria 51.38.51.200 55540
albert| 101.28.247.133 12094
alex 84.1.159.99 47102
alex 5.196.7.232 50576
alex| 34.201.229.41 60342
alex| 163.172.106.92 40704
alex| 104.234.223.14 45522
alex| 83.228.53.153 40180
alex[116.196.114.152 42516
alexander 41.86.155.4 48638
alexis| 181.65.187.157 33496
alfresco| 91.236.178.157 43973
alpha| 113.13.17.137 60988
alpine 182.61.44.11 41434
alvin| 142.4.215.223 50770
amanda| 148.228.16.16 53050
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AMD 84.1.159.99 39022
amir| 109.202.18.235 47870
amsftp| 85.105.160.154 41912
amstest| 51.144.163.207 1670
andra216.214.177.133 39717
andrew| 181.65.187.157 34320
andrew| 194.224.169.17 58538
andy| 82.166.144.169 44450
angus| 223.247.134.99 58866
ankit 46.37.21.15 34000
ankit| 103.36.84.100 54091
anna| 121.134.204.54 47309
anonymous 82.64.45.4 34994
ansible| 88.182.121.217 35672
ansibleuser| 210.42.41.133 58165
ansibleuser| 210.42.41.133 58421
anthony| 140.143.38.61 54684
anthony| 212.47.234.174 36864
apagar 149.56.15.98 53394
apagar 89.250.83.82 44270
apidoc 149.56.15.98 35669
apidoc 89.250.83.82 41692
apitest [186.120.187.234 52808

app| 176.31.100.19 40976
appadmin| 164.132.202.47 54242
appltest| 103.230.37.44 49822
ares| 158.69.122.113 55052
ark02.112.113.222 43018

atlas 187.64.128.7 59455
atlbitbucket| 210.42.41.133 45483
atlbitbucket| 210.42.41.133 45777
auditoria| 158.69.122.113 33850
avahi 84.1.159.99 59126
avahi| 171.244.34.34 58795
backuppc| 217.59.246.27 61174
backuppc 73.239.74.86 58324
backuppc 89.250.83.82 47254
baptiste| 103.251.221.22 44027
bart| 82.202.219.155 41506
beach 84.1.159.99 44470
benjamin| 203.191.149.32 58495
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black 84.1.159.99 51484
blue 84.1.159.99 49600
bodega| 118.45.190.133 49628
boost| 103.251.221.22 38717
bot[116.196.114.152 33598

bot2| 180.76.180.95 45639
bots| 160.202.163.4 49473
bots| 81.192.31.134 42594

box| 163.172.106.92 50714
brett 84.1.159.99 53432
brigitte| 212.98.130.74 43873
browser| 221.132.85.112 45106
bryan| 181.65.187.157 55330
butter| 14.29.123.176 46059
cacheusr| 212.47.234.174 47452
cactiuser| 41.228.12.149 50808
camera| 41.228.12.149 49040
carla 46.171.25.26 20833
carlos| 185.152.66.133 34155
carmen| 34.205.101.212 34320
cashier(128.199.112.211 60168
castis| 88.174.34.239 56384
celery| 91.121.75.208 53290
celery 78.34.25.137 49380
centos [164.132.204.155 56988
centos| 197.214.65.58 34159
centos| 190.98.228.53 36244
centos| 190.104.233.44 44872
cheryl| 189.172.15.196 44174
cheryl[179.228.242.120 42964
christian | 51.255.166.189 44386
cisco202.112.113.222 49796
cloud| 211.21.48.129 43946
cloud 91.66.119.18 49188
cloud 84.1.159.99 60900
cloud 165.227.126.162 57036
cloudadmin| 164.132.202.47 36658
clouduser| 201.42.202.48 40428
cod4server| 176.31.100.19 50002
comfort| 118.45.190.133 42692
conectar| 51.254.37.192 40908
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conectar 13.93.127.4 58104
conectar 37.17.35.103 36666
confluence 5.89.251.56 34240
connor| 82.200.205.71 41362
contact[164.132.204.155 53818
contact| 189.103.64.223 48293
contador 202.149.193.118 46193
cosmos 189.84.94.25 42674
cristian| 189.172.15.196 45778
cristian [179.228.242.120 39722
cron| 85.105.160.154 39296

cs| 103.251.221.22 56318

cs| 124.128.89.187 3540

cs| 70.45.243.146 41468
csadmin [106.255.233.154 59738
csgoserver 84.1.159.99 34106
CSgosrv 58.61.38.143 50112
csgosrv 59.120.243.8 47792
css| 91.121.75.208 39348
csserver 84.1.159.99 46768
csserver| 217.32.246.90 46089
cssserver| 212.80.227.140 34370
cssserver| 181.123.8.162 41572
customer| 114.143.59.202 36962
cychen| 163.172.122.64 3781
cynthia| 103.251.221.22 45685
cyrus 51.38.51.200 43760
dam 84.1.159.99 36854
daniel| 45.119.82.125 35596
daniel 46.171.25.26 11265
daniel [104.168.171.191 54084
danny 58.61.38.143 53668
danny 59.120.243.8 48098
danny| 183.249.241.46 57828
das| 189.172.15.196 33806
das[179.228.242.120 35674

data| 88.174.34.239 47622
data| 91.236.178.157 37057
data| 88.182.121.217 44644
data| 180.191.1.221 53868
david| 82.202.219.155 51624
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db 149.56.15.98 34254

db 89.250.83.82 59128
db2fencl 12.201.241.2 49655
db2inst 89.250.83.82 32952
db2inst| 131.72.216.154 37014
dbadmin 201.20.36.4 31203
debian| 91.121.75.208 35620
debian| 176.31.100.19 38178
default| 118.89.153.88 58104
delete 189.84.94.25 39134
delta 84.1.159.99 54996
demo(119.136.112.206 47069
demo| 101.28.247.133 58554
demo| 160.202.163.4 53994
demo| 194.224.169.17 55034
demo| 81.192.31.134 40174
demol| 217.32.246.90 39352
dennis 51.38.51.200 51018
dennis| 130.211.94.166 39700
deploy 50.53.161.51 38088
deploy 84.1.159.99 42184
deploy 46.43.3.11 48430
deploy| 81.30.228.210 39992
deploy| 81.133.189.239 43380
deploy 81.174.8.105 55426
deploy| 213.98.181.220 49872
deploy 81.174.8.105 49429
deploy| 81.30.228.210 57656
deploy 89.147.72.18 45870
deploy 104.52.24.81 50377
deploy| 51.144.163.207 1984
deploy| 190.196.95.94 33367
deploy| 114.143.59.202 53923
deploy| 114.143.59.202 40367
deploy| 124.128.89.187 37658
deploy| 70.45.243.146 38474
deploy| 118.45.190.133 43360
deployer| 212.80.227.140 46698
deployer| 181.123.8.162 37808
dev 84.1.159.99 54818
dev 82.64.45.4 54670
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dev| 190.98.228.53 50016

dev| 114.143.59.202 50550

dev| 190.104.233.44 37920
dev(188.165.195.154 41379

devel 58.61.38.143 57144
devel 59.120.243.8 48226
developer| 181.65.187.157 48018
developer 73.239.74.86 40934
developer 89.250.83.82 51218
devops| 192.227.227.18 34710
devops| 178.159.110.63 47256
devops| 88.182.121.217 39710
devops| 180.191.1.221 50304
devops 190.36.76.17 48817
devuser [103.108.228.157 47380
devuser 212.227.8.61 56504
devuser| 180.76.180.95 42226
diag| 183.60.40.104 4724

diag| 173.249.42.115 43035
diradmin| 185.25.118.40 46338
direct 84.1.159.99 55868
director 84.1.159.99 42918
display 84.1.159.99 58232
django 164.132.204.155 60634
django| 197.214.65.58 35774
dockeruser| 88.174.34.239 41634
down 84.1.159.99 57734
download 84.1.159.99 54306
dreambox 84.1.159.99 48128
dspace| 51.144.163.207 1088
duser| 201.42.202.48 37930
ec2-user 164.132.204.155 46438
ec2-user| 197.214.65.58 57073
ec2-user| 160.202.163.4 48613
ec2-user| 81.192.31.134 35848
eclipse 14.143.5.162 35246
Eddy 84.1.159.99 49758
edubuntu 14.47.248.39 47294
ehsan| 211.23.162.130 57308
ehsan| 176.78.142.144 61700
ehsan| 181.169.138.7 51794
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ejabberd| 221.217.52.32 50762
elaine 5.89.251.56 51638
elastic 84.1.159.99 58758
elastic 84.1.159.99 45688

elasticsearch 84.1.159.99 57722
elasticsearch 84.1.159.99 34288
elasticsearch 149.56.15.98 51418
elasticsearch 89.250.83.82 33632
elias| 212.47.234.174 34882

elias 5.89.251.56 55660

elijah| 119.18.193.86 7946

elsa 58.27.54.5 51828

elsa| 221.132.85.19 54640

email| 76.68.122.188 37004

email 64.41.86.130 37548

email 80.248.64.62 57504

ems| 114.143.59.202 47141
engineering| 163.172.122.64 24820
eric 14.143.5.162 49004
erp(120.146.222.251 53403

ethan| 221.178.128.59 27657

etri 36.89.56.175 43394

export| 211.252.84.20 43982

Ezam| 220.68.231.105 54662

fabio 58.61.38.143 43092

fabio 59.120.243.8 38586

fauzi| 103.230.37.44 52990

fax 84.1.159.99 36580

Felix 84.1.159.99 47192

felix 79.137.70.12 37306

felix [165.132.148.127 51218
fernanda| 109.202.18.235 50559
financeiro| 158.69.122.113 48000
finn 79.7.97.222 62728

flora| 121.121.109.40 62235

forum 189.84.94.25 60314
foswiki| 121.134.204.54 49226
francois| 212.47.234.174 54418
frank| 160.202.163.4 43110

frank| 81.192.31.134 59752

frank| 221.217.52.32 36654

All data
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frappe 84.1.159.99 38970
Fred 84.1.159.99 34356

ftp| 167.99.163.214 56364
ftp_user| 83.228.53.153 47106
ftpl 84.1.159.99 49674
ftpl| 104.234.223.14 58912
ftpadmin| 163.172.122.64 62079
ftpadmin| 34.201.229.41 42054
ftpadmin| 163.172.106.92 60708
ftpadmin| 144.76.94.181 47904
ftptest| 64.34.202.161 46955
ftptest| 125.134.251.45 53748
ftptest| 121.162.44.72 57246
ftptest | 88.182.121.217 57658
ftptest| 180.191.1.221 39716
ftptest| 85.105.160.154 44038
ftpuser| 142.4.215.223 57706
ftpuser| 113.13.17.137 55594
ftpuser| 211.23.162.130 39250
ftpuser| 176.78.142.144 51147
ftpuser| 181.169.138.7 33528
ftpuser 36.89.56.175 51838
ftpuser| 91.236.178.157 43522
ftpuser 36.89.56.175 53938
ftp-user 5.89.251.56 42964
ftpuser| 125.88.145.218 56710
ftpuser| 176.31.100.19 48892
ftpuser 201.20.36.4 27140
ftpuser| 85.105.160.154 34008
ftpuser 103.97.101.2 56622
ftpuserl| 221.217.52.32 54086
g| 88.182.121.217 41982
gamemaster| 212.80.227.140 50111
gamemaster| 181.123.8.162 45304
gemma 201.20.36.4 53115
gentoo| 129.213.92.119 37526
geo 84.1.159.99 41024
geobox 187.64.128.7 39313
george 5.32.118.190 2144
gestiongestion 84.1.159.99 45256
get 84.1.159.99 38410

All data
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gg 84.1.159.99 60766

git| 121.134.204.54 59823

git 84.1.159.99 33190

git| 73.217.26.242 35384

git| 37.187.142.14 54148

git| 217.32.246.90 42726
github| 151.80.41.151 43338
gitlab| 82.202.219.155 58976
gitlab| 190.98.228.53 42422
gitlab| 190.104.233.44 41536
gitolite| 73.217.26.242 43842
gituser| 51.144.163.207 1664
gituser| 189.254.33.157 57778
gmodserver| 103.94.121.242 33608
gmodserver| 37.187.142.14 45366
gmodserverl| 181.65.187.157 48902
golflife 84.1.159.99 57974
goral| 185.97.114.173 55172
goran 84.1.159.99 55180
gordon 84.1.159.99 42460
gosc 84.1.159.99 39666
gpadmin| 91.236.178.157 3219
graphics 84.1.159.99 34088
green 84.1.159.99 52394
GTX 84.1.159.99 54276
guard 84.1.159.99 46804
guest| 211.21.48.129 34628
guest 84.1.159.99 54712
guest 77.222.158.9 18017
guest| 190.98.228.53 35546
guest| 88.182.121.217 54848
guest| 180.191.1.221 36220
guest| 190.104.233.44 59146
gzuser 84.1.159.99 59520
hadoop 187.64.128.7 35068
hadoop| 109.202.18.235 58585
hadoop| 41.228.12.149 54327
hadoop| 54.36.102.128 55668
hadoop 103.97.101.2 53765
han 142.54.234.5 54920
handsdata 84.1.159.99 44000
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haproxy 84.1.159.99 56712
hasmtpuser 84.1.159.99 41204
hct 84.1.159.99 53924
hduser| 103.94.121.242 49204
hduser 46.37.21.15 47734
hduser 84.1.159.99 58214
hduser| 103.36.84.100 36951
hduser| 37.187.142.14 59902
head 84.1.159.99 38406
header 84.1.159.99 51128
hector 84.1.159.99 35638
helpdesk| 160.202.163.4 54912
helpdesk| 81.192.31.134 46876
hemo 84.1.159.99 48660
henry| 109.202.18.235 33017
herman 84.1.159.99 33514
hermann 84.1.159.99 44894
hero 84.1.159.99 40392

hh 84.1.159.99 38476

hh 84.1.159.99 53548
history| 51.15.220.125 54388
hive 84.1.159.99 32852
home| 173.212.228.5 39860
hong| 142.4.215.223 41922
hosting| 41.228.12.149 56095
hostmaster 73.239.74.86 50692
hostmaster 89.250.83.82 59288
hsqgldb 84.1.159.99 39366
hue| 167.99.87.223 52750
hydra| 113.13.17.137 44288
ian| 121.165.20.90 44490
icinga 79.137.70.12 38336
icinga[165.132.148.127 33256
incoming [186.120.187.234 59812
indra 5.89.251.56 53738
infa| 217.32.246.90 35997

info 46.37.21.15 42636

info| 103.36.84.100 57526
informix | 88.182.121.217 47330
informix| 180.191.1.221 57410
insurgency | 185.152.66.133 48704
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internet| 189.211.229.82 35030
invite 84.1.159.99 41398
iony| 210.209.70.250 49672
irfan| 82.166.144.169 34306
jack [103.108.228.157 43694
jack 201.20.36.4 38133
jack| 180.76.180.95 58102
jake 5.39.89.70 40566
james 149.56.15.98 58714
james 89.250.83.82 37576
jamesm| 189.172.15.196 53054
jamesm [179.228.242.120 53452
jason| 180.250.247.43 59900
jboss| 189.172.15.196 42748
jboss[179.228.242.120 46130
jean| 164.132.202.47 47326
jenkins| 64.34.202.161 35163
jenkins 91.66.119.18 43591
jenkins 201.20.36.4 26430
jenkins [165.227.126.162 48190
jenkins| 121.165.20.90 19983
jens| 51.144.163.207 1664
jeremy| 64.34.202.161 43112
jim 79.137.70.12 36622
jim[165.132.148.127 40922
jimmy| 121.134.204.54 40161
jincao| 163.178.170.17 59606
jincao| 103.108.228.48 56566
job 46.171.25.26 38785
Joey 84.1.159.99 36918
john 84.1.159.99 38172
john 84.1.159.99 53710
joomla 84.1.159.99 34686
joon 84.1.159.99 41928
joreji 84.1.159.99 47858
jorge| 163.172.106.92 48976
joseph| 189.204.139.57 45827
jowell 84.1.159.99 49744
jozef 84.1.159.99 36572
jr 84.1.159.99 51640

julia 84.1.159.99 59102

All data
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julien 84.1.159.99 45946
Julio 84.1.159.99 52308
jupiter 84.1.159.99 44644
kafka 84.1.159.99 32792
kai 46.171.25.26 45857
kamal 84.1.159.99 57208
kame 84.1.159.99 44038
karen 189.84.94.25 56774
kasia| 113.13.17.137 38140
katrina| 111.59.84.186 26177
kerapetse| 164.132.202.47 40356
kevin| 76.68.122.188 54852
kevin| 85.105.160.154 49226
kitty 191.96.50.79 41114
kitty 189.84.94.25 53234

kk| 49.236.203.129 60202

kyle| 163.172.122.64 62573

lab 89.250.83.82 50566

lab| 158.69.122.113 40842

lab| 131.72.216.154 54922
Larry 84.1.159.99 39450
laura| 37.187.142.14 43424
Idap 187.64.128.7 51251
leslie 82.112.32.45 35242
levi 72.38.90.230 17363
libuuid 149.56.15.98 60098
libuuid 89.250.83.82 48440
like 84.1.159.99 35776
local 5.32.118.190 2262
log| 125.88.145.218 52924
lorenza| 189.172.15.196 54632
lorenza(179.228.242.120 50216
luan202.149.193.118 56579
luca| 177.159.96.42 37862
Lucian 84.1.159.99 50470
luke| 77.224.196.189 34556

lzt| 163.172.122.64 40763
mahesh 58.61.38.143 46576
mahesh 59.120.243.8 38718
mailman| 210.42.41.133 19892
mailman| 210.42.41.133 20043
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manager| 207.58.210.251 36926
manager 12.201.241.2 24918
manuel | 132.148.152.53 35762
marcela| 121.134.204.54 44321
market 84.1.159.99 54778
mars 84.1.159.99 60020
martin| 118.45.190.133 35758
master| 51.254.37.192 52462
master 13.93.127.4 40926
master 37.17.35.103 44630
matilda 64.41.86.128 35368
matrix| 64.34.202.161 50338
matt 84.1.159.99 38964
matt| 109.202.18.235 53246

mc| 91.121.75.208 49886

mc 84.1.159.99 59444

mc| 201.42.202.48 55920

mc| 73.217.26.242 46296

mc| 178.159.110.63 46952

mc| 192.227.227.18 38286

mc 42.62.51.54 50172

mc| 46.107.208.146 54334

mc| 212.159.148.72 40747

mc 42.62.51.54 51344

mc| 81.234.191.64 41808
mc[115.110.225.130 6796
mc[115.110.225.130 20880
mc(115.110.225.130 27583
mc(115.110.225.130 6386

mc 190.36.76.17 35570
mcserver| 158.69.122.113 37390
mcserver| 88.182.121.217 36952
mcserver| 180.191.1.221 46814
merlin| 212.47.234.174 45670
mexico| 103.230.37.44 40310
mia| 178.48.182.29 16573
michael [122.152.197.189 56990
michele 89.250.83.82 39930
michele| 131.72.216.154 44984
mike 84.1.159.99 40534
mike | 163.172.106.92 38968

All data
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mike| 211.23.162.130 47062
mike| 176.78.142.144 60208
mike| 181.169.138.7 40260
mike 5.89.251.56 36210
minecraft| 103.94.121.242 43010
minecraft| 211.252.84.20 46806
minecraft| 131.72.216.154 47288
minecraft| 37.120.164.63 42148
minecraft| 103.25.167.82 56460
minecraft| 81.136.241.89 45744
minecraft 12.201.241.2 22605
minecraft| 190.196.95.94 53957
minecraft| 37.187.142.14 53028
minecraft| 190.196.95.94 36872
minecraftl| 88.182.121.217 57242
miner 84.1.159.99 35652
minera| 178.188.34.162 53164
minera| 125.88.145.218 39156
ming 84.1.159.99 48600
mining 84.1.159.99 51002
mis| 163.172.122.64 4024
mithun 189.84.94.25 49732
miusuario| 124.128.89.187 47739
miusuario| 70.45.243.146 48890
molestif 57.100.3.155 54432
mongo | 82.202.219.155 36096
mongodb| 176.31.100.19 59912
monitor| 211.23.162.130 55874
monitor| 176.78.142.144 52151
monitor| 181.169.138.7 49796
monitor| 160.202.163.4 37638
monitor| 81.192.31.134 55460
mgm| 190.98.228.53 56898
mgm | 190.104.233.44 48538
msf_user 84.1.159.99 49568
msfuser 84.1.159.99 34172
mumbleserver [106.255.233.154 56332
music| 158.69.122.113 51472
musikbot 201.20.36.4 51289
musikbot | 82.166.144.169 52794
musikbot [120.146.222.251 64896

All data
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Brute-force attack analysis

mythtv| 51.254.37.192 56226
mythtv 13.93.127.4 52856
nagios 14.29.148.96 42504
nagios| 120.92.142.101 1885
nagios 84.1.159.99 58464
nagios| 210.42.41.133 58668
nagios| 210.42.41.133 58736
nagios| 167.99.87.223 59896
nagios| 37.187.142.14 39394
nagios| 83.228.53.153 43324
nagiosuser| 67.182.71.220 9224
napporn| 106.245.34.157 52372
nathan| 183.60.40.104 43102
nathan| 173.249.42.115 37484
nathaniel [115.146.127.201 58060
neptun 84.1.159.99 47174
netdump 84.1.159.99 33336
netscape 84.1.159.99 45296
network 84.1.159.99 60642
newuser| 76.68.122.188 47400
newuser| 85.105.160.154 36654
newyork 84.1.159.99 47676
next 84.1.159.99 36724
nextcloud| 167.99.87.223 35070
nexus| 211.21.48.129 45214
nexus| 185.152.66.133 55570
nicholas| 13.124.220.19 48392
nick | 185.152.66.133 41737
nicolas| 162.255.88.20 57740
nina| 103.94.121.242 38190
nina| 37.187.142.14 49242
noaccess| 82.166.144.169 44882
noaccess 84.75.154.92 55512
nodejs 84.1.159.99 51862
nodejs| 181.65.187.157 40760
nvidia| 83.228.53.153 54006
odoo 51.38.51.200 47038
odoo 84.1.159.99 45708
odoo 103.97.101.2 50534
olimex| 120.92.142.101 13674
olimex| 37.187.142.14 50062

All data
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oliver| 175.205.114.52 9224
oliver 217.79.61.85 65288
olivia 54.36.151.64 40692
oneadmin| 91.217.40.110 52090
openbravo 84.1.159.99 57842
openproject| 158.69.122.113 44438
openstack| 167.99.87.223 38456
openvpn 84.1.159.99 42222
operador (140.143.206.190 52486
operador(186.120.187.234 35180
oracle| 221.132.85.112 48672
oracle| 181.65.187.157 41622
oracle| 34.201.229.41 60790
oracle[164.132.204.155 44500
oracle 84.1.159.99 45830
oracle 79.137.70.12 33828
oracle| 91.236.178.157 15053
oracle| 185.152.66.133 54804
oracle| 124.128.89.187 23929
oracle| 70.45.243.146 34038
oracle| 221.217.52.32 47234
oracle| 221.217.52.32 33094
oracle [188.165.195.154 35902
orange| 103.230.37.44 57810
osmc[140.115.109.165 37974
osmc [188.165.195.154 59624
osmc 200.241.193.111 47883
ovhuser[124.235.165.166 28962
owncloud 84.1.159.99 45238
owncloud| 125.134.251.45 34800
pagar| 210.42.41.133 32961
pagar| 210.42.41.133 33069
park| 212.47.234.174 38628
pascal| 121.162.44.72 43024
patrol{ 211.252.84.20 51804
paul 84.1.159.99 60024

pdv| 163.178.170.17 49006

pdv| 103.108.228.48 46680

peer 58.61.38.143 36038

peer 59.120.243.8 57438
pentaho 201.20.36.4 30034

All data
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peter| 211.23.162.130 58494
peter| 176.78.142.144 50956
peter| 181.169.138.7 52776
phion| 58.59.113.229 58967
photo 84.1.159.99 59860
photos 84.1.159.99 47022
photos 202.149.193.118 14771
pi(189.203.188.188 42063
pi[189.203.188.188 42065

pi 1.163.84.48 37025

pi 1.163.84.48 37028

pi| 116.240.49.204 52682

pi| 116.240.49.204 52684

pi| 125.178.39.135 58646

pi| 125.178.39.135 58642

pi| 88.173.180.43 34683

pi| 88.173.180.43 34687

pi| 59.30.101.105 41250

pi| 59.30.101.105 41252

pi| 182.148.28.144 48290

pi| 182.148.28.144 48292

pi 185.10.21.27 36484

pi 185.10.21.27 36486
pi(161.184.140.125 38062
pi(161.184.140.125 38064

pi 92.63.197.29 22397
PlcmSplp 91.66.119.18 37915
PlcmSplp (165.227.126.162 39392
plex 73.239.74.86 59388
plex 89.250.83.82 43186
pokemon| 45.76.107.190 51318
pop 5.196.70.13 50928

pop| 183.88.225.151 6974
portal| 91.236.178.157 25745
postgres| 159.89.165.94 35486
postgres| 64.34.202.161 57909
postgres 84.1.159.99 37010
postgres| 92.207.194.176 58899
postgres| 217.41.15.196 48907
postgres| 190.196.95.94 33701
postgres (193.112.241.141 58352

All data
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postgres 81.86.212.0 46366
postgres| 103.25.167.82 51972
postgres| 190.196.95.94 46104
postgres| 62.232.37.162 51505
postgres 46.188.16.55 58068
postgres| 81.137.199.19 46680
postgres| 89.96.211.126 40577
postgres| 187.84.212.211 56494
postgres| 181.118.94.57 35343
postgres| 81.137.199.19 36339
postgres 46.188.16.55 40496
postgres| 212.80.227.140 52000
postgres| 183.60.40.104 44624
postgres (115.110.225.130 17523
postgres (115.110.225.130 4649
postgres| 173.249.42.115 36898
postgres| 181.123.8.162 48494
postgres| 81.136.241.89 53421
postgres (180.101.185.159 47574
postgres 42.62.51.54 58408
postmaster| 51.144.163.207 1664
ppldtepe 140.115.109.165 41116
ppldtepe [188.165.195.154 47724
ppldtepe 200.241.193.111 58245
prakash| 104.234.223.14 44066
prasad 12.201.241.2 58783
praveen| 189.172.15.196 35228
praveen[179.228.242.120 60710
print| 103.230.37.44 45178
printer| 82.166.144.169 33370
pro| 88.182.121.217 33624

prod 14.143.5.162 42846
production| 34.201.229.41 51208
protect 84.1.159.99 34770
prova| 91.121.75.208 57038
prueba| 121.162.44.72 53654
pub 84.1.159.99 39934
public| 142.4.215.223 48876
public 84.1.159.99 51778
pula| 113.13.17.137 49468

ga| 211.252.84.20 54566

All data
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gemu| 190.98.228.53 49300
gemu| 190.104.233.44 52136
gwerty| 103.94.121.242 55472
gwerty| 37.187.142.14 38540
rachel 84.1.159.99 50116
radio| 192.227.227.18 45318
radio| 178.159.110.63 56656
radio 190.36.76.17 53817
rails 46.37.21.15 35068
ramon| 109.202.18.235 55938
rancid| 121.165.20.90 49828
randy| 124.128.89.187 57831
randy| 70.45.243.146 59298
rebeca| 34.205.101.212 34884
rebel 84.1.159.99 49710
red 84.1.159.99 36880
redhat 84.1.159.99 42876
redis| 194.224.169.17 44442
registry | 120.92.142.101 25293
registry| 37.187.142.14 60768
remoto| 51.254.37.192 49260
remoto 13.93.127.4 49012
remoto 37.17.35.103 46798
research 84.1.159.99 52578
resolve| 103.94.121.242 44506
resolve| 37.187.142.14 56050
robert| 137.74.169.189 58110
robert 82.64.45.4 53240
roberto| 88.182.121.217 48678
ronald| 202.120.38.232 59870
roy| 103.251.221.22 51010
rstudio| 103.94.121.242 60248
rstudio| 37.187.142.14 42344
rsync| 82.166.144.169 34726
runner 84.1.159.99 41928
rust 36.89.56.175 43168
rust{101.254.166.115 34992

RX 84.1.159.99 52032
sagar| 183.60.40.104 6230
sagar| 173.249.42.115 42440
sai 5.196.7.232 45552

All data
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sai| 82.202.219.155 58950
sales192.169.155.230 58898
sam| 212.80.227.140 39666
sam| 159.89.196.64 40424
sam| 181.123.8.162 52224
samba 51.38.51.200 54236
samba[106.255.233.154 42048
samba| 131.72.216.154 57398
samir| 82.202.219.155 36124
sammy 50.53.161.51 56940
sammy 46.43.3.11 57869
samp| 176.31.100.19 59570
sampserver| 88.182.121.217 34432
sampserver| 180.191.1.221 43286
samuel| 211.252.84.20 59558
sandbox| 120.92.142.101 54415
sap [106.255.233.154 49194
scan| 82.202.219.155 46144
scaner| 128.199.91.171 46494
sdtd 5.89.251.56 44958
seller 112.78.137.2 37120
sentry 103.97.101.2 51729
ser(120.146.222.251 61299
sergey| 121.121.109.40 57006
sergey 202.149.193.118 25273
server 81.133.3.20 45070
server 81.133.3.20 60414
server| 95.181.143.185 47236
server| 37.120.164.63 33380
server| 217.32.246.90 49470
server(186.120.187.234 38748
serverl 206.81.7.74 33784
servers 84.1.159.99 52200
servidor| 176.31.100.19 60060
servidor 201.20.36.4 30468
sftptest| 121.162.44.72 46644
sftptest 201.20.36.4 39202
sftpuser| 121.162.44.72 60642
sftpuser| 85.105.160.154 46614
sgeadmin| 221.217.52.32 40158
share 84.1.159.99 48310
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share[116.196.114.152 43256
sharon 84.1.159.99 38124
shubham 116.196.114.152 41704
signature 84.1.159.99 37164
silver 84.1.159.99 52496
simon| 91.121.75.208 42724
simon 5.32.118.190 2118
simone| 164.132.202.47 33310
simple 84.1.159.99 39598
sinusl| 34.201.229.41 41336
sinusbot| 125.134.251.45 53048
sinusbot 14.143.5.162 49728
sistemas| 88.174.34.239 54878
site| 103.251.221.22 33400

siva| 183.60.40.104 56942

siva| 173.249.42.115 54067
sleeper 84.1.159.99 56702
slider 84.1.159.99 43822

sls| 101.28.247.133 41422
smbuser 73.239.74.86 60432
smbuser 89.250.83.82 39340
software 84.1.159.99 54978
solomon 84.1.159.99 46212
sonar 5.196.7.232 48106
spam [164.132.204.155 44232
spamd 50.53.161.51 42390
spamd 46.43.3.11 43376
spark| 211.21.48.129 55804
spojo 201.20.36.4 54866
spread| 101.28.247.133 2976
sqoop| 211.21.48.129 34342
squadserver [103.108.228.157 55012
squadserver| 180.76.180.95 47523
sshvpn 84.1.159.99 49500
steam 78.34.25.137 38770
steamcmd 201.20.36.4 53609
steamsrv| 125.88.145.218 60494
storage 84.1.159.99 57314
storm 46.37.21.15 36680
storm| 103.36.84.100 43791
student [103.108.228.157 54288
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student| 91.217.40.110 42146
student [164.132.204.155 35038
student| 180.76.180.95 35161
student 116.196.114.152 32830
student05201.155.194.157 57317
student2| 125.134.251.45 43174
student2 | 124.128.89.187 13730
student2| 70.45.243.146 51864
student4| 132.148.86.237 58208
student8 96.70.80.177 43970
stunnel| 164.132.202.47 57956
suman| 163.178.170.17 41966
suman| 103.108.228.48 38236
sun 36.89.56.175 34554
suporte [116.196.114.152 52174
support| 51.254.37.192 36370
support| 176.31.100.19 41780
support 73.239.74.86 39890
support 13.93.127.4 48986
support 89.250.83.82 55242
svn 58.61.38.143 60736

svn 59.120.243.8 57306

svn| 88.182.121.217 55244

sw| 121.121.109.40 56314

swg| 37.187.142.14 47286
sybase| 123.31.40.132 14089
sybase| 125.88.145.218 35416
sysadm| 64.34.202.161 44232
sysadmin| 51.254.37.192 44346
sysadmin 13.93.127.4 44812
sysadmin 37.17.35.103 34488
system 149.56.15.98 56041
system 89.250.83.82 54944
system 79.137.70.12 35466
taniac| 103.251.221.22 49330
tanja 50.53.161.51 46968
tanja 46.43.3.11 38490
taylor 202.149.193.118 35767

tc 18.144.18.81 53513
teacher| 222.252.30.117 51244
team| 125.134.251.45 43914
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team1| 121.121.109.40 54173
team2| 142.4.215.223 33134
team3| 121.121.109.40 58512
teamspeak [164.132.204.155 42992
teamspeak| 197.214.65.58 41113
teamspeak| 73.217.26.242 57498
teamspeak 12.201.241.2 52281
teamspeak 103.97.101.2 56048
teamspeak3| 142.4.215.223 59550
teamspeak3 202.149.193.118 20826
techno 01.155.194.157 47237
techuser| 192.227.227.18 58692
temp [106.255.233.154 34900
terraria| 183.60.40.104 30838
terraria| 173.249.42.115 48557
test| 194.179.72.165 47612

test 50.53.161.51 52322
test(164.132.204.155 50034

test 5.196.73.151 57990

test| 197.214.65.58 58673

test 46.171.25.26 2145

test| 115.68.216.81 48914

test| 88.174.34.239 34188

test| 118.98.127.138 45254

test| 201.42.202.48 45682

test 46.43.3.11 34212

Test| 103.253.2.132 42892

test| 52.211.107.70 48848

test| 111.230.69.91 57368

test| 93.126.11.249 57363

test 36.89.56.175 41044

test| 80.211.250.176 34661

test| 14.162.145.193 57668

test 203.94.69.50 58895

test| 89.188.125.244 33148

test| 190.128.137.10 18683

test| 46.252.37.132 15244
test202.112.113.222 53778

test 82.64.45.4 44944
test(188.194.181.199 55776

test| 114.143.59.202 43758
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test| 176.31.100.19 42028
test| 176.31.100.19 55722
test| 121.165.20.90 60492
test| 180.76.180.95 40354
test| 59.48.228.162 6339
test01l| 121.162.44.72 36036
testl 73.239.74.86 49632
testl 89.250.83.82 35060
testl| 37.187.142.14 40388
testl 187.64.128.7 55398
testl| 104.234.223.14 50762
test1188.165.195.154 53251
test2| 34.201.229.41 50870
test2 82.64.45.4 36024
test2 187.64.128.7 43394
test2002| 101.96.129.59 52456
teste| 192.227.227.18 55922
teste| 178.159.110.63 37662
teste 190.36.76.17 58809
tester| 167.99.87.223 45614
tester 202.112.113.222 46980
tester| 190.98.228.53 43130
tester| 190.104.233.44 55482
tester| 118.45.190.133 57100
testftp 84.1.159.99 43886
testftp| 121.162.44.72 50010
testftp| 41.228.12.149 38448
testuser 91.66.119.18 60631
testuser (165.227.126.162 58928
testuser| 167.99.87.223 42220
testuser| 160.202.163.4 60396
testuser| 37.187.142.14 57956
testuser| 81.192.31.134 51152
testuserl| 194.224.169.17 37402
theodore 182.23.45.72 19486
thief 84.1.159.99 34326
thomas| 212.47.234.174 56230
thomas 5.32.118.190 2058
tmp| 211.252.84.20 39070
tmp| 120.92.142.101 47363
tmp| 37.187.142.14 53912
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todus| 82.166.144.169 54594
tom| 211.23.162.130 38020
tom| 176.78.142.144 60828
tom| 181.169.138.7 58820
tom 37.59.66.56 56488

tomcat| 121.134.204.54 49866
tomcat 84.1.159.99 39270
tomcat| 213.32.19.126 58362
tomcat| 106.51.226.154 55583
tomcat 201.20.36.4 57785
tomek| 163.172.106.92 59002
toro| 164.132.202.47 50924
torrent 91.66.119.18 37860
torrent[165.227.126.162 54906
toto| 54.36.163.121 56548
training| 83.228.53.153 36456
training [188.165.195.154 58722
transfer| 121.165.20.90 14654
trasnfer 84.1.159.99 55512
try 84.1.159.99 48938

ts| 64.34.202.161 45504

ts 84.1.159.99 36170

ts3 84.1.159.99 51798

ts3| 103.25.167.82 56572

ts3| 103.25.167.82 39096

ts3] 106.51.114.159 43268

ts3 79.77.51.65 58232

ts3| 106.51.114.159 39746
ts3120.146.222.251 57609

ts3| 190.196.95.94 44544

ts3 187.64.128.7 47364

ts3| 221.217.52.32 43682
ts3bot 84.1.159.99 39192
ts3bot 82.64.45.4 45846
ts3bot| 121.165.20.90 55158
ts3server| 118.45.190.133 50310

ts3srv| 167.99.87.223 56154

ts3srv| 212.80.227.140 57305

ts3srv| 181.123.8.162 59146

ubuntu 51.38.51.200 36596
ubuntu 84.1.159.99 48796

All data
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ubuntu| 73.217.26.242 54964
ubuntu| 210.42.41.133 7294
ubuntu| 210.42.41.133 7390
ubuntu| 201.234.224.70 57052
ubuntu 79.137.70.12 34850
ubuntu| 213.98.181.220 47998
ubuntu| 81.133.189.239 59912
ubuntu[101.226.196.136 47750
ubuntu| 124.128.89.187 34027
ubuntu| 104.234.223.14 37368
ubuntu| 41.228.12.149 33150
ubuntu| 70.45.243.146 44426
ubuntu| 118.45.190.133 36456
uftp| 201.42.202.48 50632
uftp [164.132.204.155 34882
uftp[120.146.222.251 62349
uftp| 176.31.100.19 35222
unknown 84.1.159.99 42126
unlock 84.1.159.99 57510
up 84.1.159.99 44782
update| 211.21.48.129 53410
update| 192.227.227.18 59352
update| 178.159.110.63 47724
update 190.36.76.17 33777
uplink 77.87.96.226 51018
uploader| 211.252.84.20 34052
user 5.101.40.81 39876
user(164.132.204.155 35876
user| 197.214.65.58 51747
user (103.108.228.157 34466
user| 101.28.247.133 50097
user| 120.92.142.101 58434
user| 140.249.49.216 15368
user| 118.98.127.138 50602
user| 73.217.26.242 48942
user| 186.28.255.233 39431
user02.112.113.222 57662
user| 103.39.107.214 52527
user| 125.88.145.218 46078
user 79.77.51.65 34408
user 79.77.51.65 46790
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User 202.149.193.118 10472
user 41.222.50.40 52503
user| 37.187.142.14 36362
user| 180.76.180.95 52816
user| 190.196.95.94 36909
user| 185.25.118.40 39292
user| 192.227.227.18 41060
userl 51.38.51.200 33258
userl| 76.68.122.188 44442
userl| 176.31.100.19 49192
user1182.254.219.106 54388
userl 103.97.101.2 64889
user2 (164.132.204.155 44306
user3| 45.76.107.190 58090
userftp 84.1.159.99 45376
usr01| 73.217.26.242 37744
usuario 79.137.70.12 38684
usuario| 54.36.182.244 50670
usuario [165.132.148.127 43382
usuario| 104.234.223.14 52232
vbox 79.77.51.65 55325
vbox| 80.13.204.226 52335
vbox 81.150.49.67 39551
vbox| 81.234.191.64 46686
vbox| 62.232.37.162 48352
vbox| 46.29.194.213 60701
vbox| 81.133.189.239 33312
vbox| 176.31.100.19 50948
vbox(115.110.225.130 3891
vbox(115.110.225.130 24658
vbox [186.120.187.234 42198
ventas| 201.42.202.48 58410
ventas[120.146.222.251 65460
vicente [164.132.204.155 53634
victoria 84.1.159.99 55334
vincent [140.115.109.165 51570
vincent [188.165.195.154 53192
vincent 200.241.193.111 33436
virtual 12.201.241.2 28153
visitor {116.196.114.152 51382
vivek | 212.80.227.140 44962
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vivek| 181.123.8.162 34658
vmail 84.1.159.99 56566
vmail | 210.42.41.133 32570
vmail | 210.42.41.133 32630
vmail 120.146.222.251 59291
vmail| 51.144.163.207 1994
vmware| 176.31.100.19 52724
vnc| 109.122.59.61 44170

vnc [188.165.195.154 46854

vpn 46.37.21.15 45230

vpn| 103.36.84.100 47220

vps [186.120.187.234 45780
vyatta| 81.149.211.134 50518
vyatta| 81.149.211.134 62802
vyatta (139.162.205.175 36424
vyatta| 81.149.211.134 63785
vyatta 202.112.113.222 36262
vyatta| 81.136.241.89 38588
vyatta| 190.196.95.94 57678
VyO0s 180.76.176.4 43512
vyos| 187.84.212.211 55370
vyos| 188.225.25.210 47586
vyos| 187.84.212.211 60734
vyos| 92.207.194.176 34331
vyos| 190.196.95.94 43428
wang| 194.224.169.17 40892
wasadmin 84.1.159.99 34200
wave| 103.230.37.44 37432
web 50.53.161.51 51428
web [101.226.196.136 33982
web 46.43.3.11 33484
web 12.201.241.2 14505
web| 185.25.118.40 56932
webl| 34.201.229.41 41568
web2 189.50.51.54 7788
webapp 84.1.159.99 50862
webapps 46.37.21.15 53790
webapps| 103.36.84.100 50659
webdata 46.37.21.15 56340
webdata| 103.36.84.100 40360
webftp 84.1.159.99 35334
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weblogic[164.132.204.155 53556
weblogic| 197.214.65.58 46433
weblogic| 121.121.109.40 56407
webmail 84.1.159.99 48046
webmaster [106.255.233.154 52594
webmaster| 185.152.66.133 41003
webmaster| 83.228.53.153 57766
webpage| 50.192.119.251 48538
webs | 59.185.224.148 59015
webuser (140.115.109.165 33794
webuser 200.241.193.111 36890
webuser (188.165.195.154 58645
whmcs| 104.234.223.14 57316
wictoria 84.1.159.99 42420
wiew 84.1.159.99 42486
wildfly 201.20.36.4 62003
wildfly| 173.212.228.5 36376
will| 51.254.37.192 60758

will 13.93.127.4 36890

will 37.17.35.103 54760
willie 46.171.25.26 28513
windows [140.115.109.165 44240
windows 200.241.193.111 40337
windows [188.165.195.154 35880
wow | 192.227.227.18 41736
wow | 178.159.110.63 56910
wow 190.36.76.17 38778
wpyan 84.1.159.99 35040
WWwW 89.250.83.82 46884
www | 223.203.200.37 34410
www | 131.72.216.154 52852
www | 192.227.227.18 52344
www | 178.159.110.63 37964
www | 37.187.142.14 60940
WwWWw 190.36.76.17 43800
WwWwW 14.143.5.162 36018
wyatt| 201.236.92.100 16905
wyse 5.196.7.232 43268
xbmc| 115.127.24.186 34593
xiaojie 202.112.113.222 60508
xxI| 103.230.37.44 60746

All data
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zach| 88.182.121.217 50584
zachary| 223.247.134.99 58060
zeppelin| 211.21.48.129 38154
zimbra| 125.134.251.45 52316
zimbra| 125.134.251.45 34036

All data
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Brute-force attack analysis

Username Count

admin 176 admin
test 62 )
postgres 54 éeipelln S
user 44 pho;o postgres
- = L
deploy 36 loal‘J:na
mc 32| hector
ubuntu 30 0.1% 1.5%
ftpuser 26 :r?=u ‘g‘"‘;‘:‘:
oracle 26 carlos test]
vbox 22 0.1% 0.5%
minecraft 20 zimbra stugir:t
e W =
www 16 ja;nnes peter
alex 14 0.2% 0.2%
guest 14
vyatta 14
dev 12
ftptest 12
mike 12
server 12
testl 12
testuser 12
Vyos 12
demo 10
devops 10
git 10
hadoop 10
hduser 10
jenkins 10
monitor 10
student 10
support 10
teamspeak 10
tester 10
tomcat 10
userl 10
vmail 10
web 10
centos 8
cloud 8
data 8
ec2-user 8
elasticsearch 8
ftpadmin 8
tom 8
uftp 8
update 8
usuario 8
aa 6
adam 6
backuppc 6
conectar 6
cs 6
daniel 6
danny 6
developer 6
devuser 6
ehsan 6

Usernames
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Brute-force attack analysis

email

Felix

frank

gitlab

jack

lab

master

mcserver

musikbot

odoo

osmc

peter

ppldtepe

radio

remoto

sam

samba

student2

svn

sysadmin

system

test2

teste

testftp

tmp

ts3bot

ts3srv

vincent

weblogic

webmaster

webuser

will

windows

wow

0

1234

adminl

administrator

andrew

ankit

ansibleuser

anthony

apagar

apidoc

atlbitbucket

avahi

bots

celery

cheryl

contact

cristian

csgosrv

csserver

cssserver

das

db

db2inst

debian

dennis

deployer

devel

SB[l ||| |O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|O|[O|O|O|O|O|[DO|D|[O]|D

Usernames
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diag

django

elastic

elias

elsa

fabio

ftpl

gamemaster

gituser

gmodserver

helpdesk

hh

hostmaster

icinga

info

informix

james

jamesm

jboss

jim

jincao

john

kevin

kitty

libuuid

lorenza

mahesh

mailman

manager

matt

michele

minera

miusuario

mgm

mythtv

nathan

newuser

nexus

nina

noaccess

nodejs

olimex

oliver

operador

owncloud

pagar

pdv

peer

photos

PlemSplp

plex

pop

praveen

public

gemu

qwerty

randy

registry

resolve

robert

rstudio

R A T R R N R A A R A R R R R R R R R A A R R R R R R R R R R A R R R R R R A R R R A R R R A A A R R R A R A R R R R S
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rust

sagar

sai

sammy

sampserver

sergey

servidor

sftptest

sftpuser

share

simon

sinusbot

siva

smbuser

spamd

squadserver

storm

suman

sybase

tanja

teamspeak3

terraria

thomas

torrent

training

ts

ventas

vivek

vnc

vpn

webapps

webdata

wildfly

zimbra

101

a

al

aaron

abbey

Abbott

acct

ace

Acotas

admin4

agsadmin

aiswaria

albert

alexander

alexis

alfresco

alpha

alpine

alvin

amanda

AMD

amir

amsftp

amstest

andra

andy

angus

SRS RS A NS S S RS S R N R AR RS NS RN S RN S N S R S R N N N S N N N N R R R RN N T R T R R T N N N N N N R N A R T S
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Brute-force attack analysis

anna

anonymous

ansible

apitest

app

appadmin

appltest

ares

ark

atlas

auditoria

baptiste

bart

beach

benjamin

black

blue

bodega

boost

bot

bot2

box

brett

brigitte

browser

bryan

butter

cacheusr

cactiuser

camera

carla

carlos

carmen

cashier

castis

christian

cisco

cloudadmin

clouduser

cod4server

comfort

confluence

connor

contador

cosmos

cron

csadmin

csgoserver

css

customer

cychen

cynthia

cyrus

dam

david

db2fencl

dbadmin

default

delete

delta

demol
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Brute-force attack analysis

diradmin

direct

director

display

dockeruser

down

download

dreambox

dspace

duser

eclipse

Eddy

edubuntu

ejabberd

elaine

elijah

ems

engineering

eric

erp

ethan

etri

export

Ezam

fauzi

fax

fernanda

financeiro

finn

flora

forum

foswiki

francois

frappe

Fred

ftp

ftp_user

ftp-user

ftpuserl

g

gemma

gentoo

geo

geobox

george

gestiongestion

get

88

github

gitolite

gmodserverl

golflife

goral

goran

gordon

gosc

gpadmin

graphics

green

GTX

guard
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Brute-force attack analysis

gzuser

han

handsdata

haproxy

hasmtpuser

hct

head

header

hector

hemo

henry

herman

hermann

hero

history

hive

home

hong

hosting

hsqldb

hue

hydra

ian

incoming

indra

infa

insurgency

internet

invite

iony

irfan

jake

jason

jean

jens

jeremy

jimmy

job

Joey

joomla

joon

joreji

jorge

joseph

jowell

jozef

jr

julia

julien

Julio

jupiter

kafka

kai

kamal

kame

karen

kasia

katrina

kerapetse

kk

kyle
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Brute-force attack analysis Usernames

Larry

laura

Idap

leslie

levi
like
local
log
luan

luca

Lucian

luke
Izt

manuel

marcela

market

mars

martin

matilda

matrix

merlin

mexico

mia

michael

minecraftl

miner

ming

mining

mis

mithun

molestif

mongo

mongodb

msf_user

msfuser

mumbleserver

music

nagiosuser

napporn

nathaniel

neptun

netdump

netscape

network

newyork

next

nextcloud

nicholas

nick

nicolas

nvidia

olivia

oneadmin

openbravo

openproject

openstack

openvpn

orange

ovhuser

park

NINININININININININININININININININININININININININININININININININININRININININININININININININININININININININININININN

pascal
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Brute-force attack analysis

patrol

paul

pentaho

phion

photo

pokemon

portal

postmaster

prakash

prasad

print

printer

pro

prod

production

protect

prova

prueba

pub

pula

ga

rachel

rails

ramon

rancid

rebeca

rebel

red

redhat

redis

research

roberto

ronald

roy

rsync

runner

RX

sales

samir

samp

samuel

sandbox

sap

scan

scaner

sdtd

seller

sentry

ser

serverl

servers

sgeadmin

sharon

shubham

signature

silver

simone

simple

sinusl

sistemas

site
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Brute-force attack analysis

sleeper

slider

sls

software

solomon

sonar

spam

spark

spojo

spread

sqoop

sshvpn

steam

steamcmd

steamsrv

storage

student05

student4

student8

stunnel

sun

suporte

SW

swg

sysadm

taniac

taylor

tc

teacher

team

teaml

team2

team3

techno

techuser

temp

test01

test2002

testuserl

theodore

thief

todus

tomek

toro

toto

transfer

trasnfer

try

ts3server

unknown

unlock

up

uplink

uploader

user2

user3

userftp

usr01

vicente

victoria

virtual
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Brute-force attack analysis

visitor

vmware

vps

wang

wasadmin

wave

webl

web2

webapp

webftp

webmail

webpage

webs

whmcs

wictoria

wiew

willie

wpyan

wyatt

wyse

xbmc

xiaojie

xxI

zach

zachary

zeppelin
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Brute-force attack analysis

84.1.159.99
12.2%

37.187.142.14

1.5%

89.250.83.82

1.4%
164.132.204.155

1.1%

176.31.100.19

1.1%
201.20.36.4
1.1%
104.234.223.14
0.5%
120.92.142.101
0.5%

160.202.163.4

0.5%
189.172.15.196

0 59
0.5%

IP Count

84.1.159.99 314
37.187.142.14 38
89.250.83.82 36 gs\.:7o.so.177
164.132.204.155 28| 14810123101
176.31.100.19 28 0%
201.20.36.4 28 ?;3217'40'”0
210.42.41.133 28 1~1~6.°240.49.204
88.182.121.217 28 02%
188.165.195.154 22| 1082506782
5.101.40.81 20 2;;3_3.”
190.196.95.94 18| 05
192.227.227.18 18| 216611918
115.110.225.130 16| o) 05 178157
46.37.21.15 16 0.5%
103.230.37.44 14 91.121.75.208
103.251.221.22 14
103.36.84.100 14
103.94.121.242 14
103.97.101.2 14
104.234.223.14 14
106.255.233.154 14
109.202.18.235 14
114.143.59.202 14
116.196.114.152 14
118.45.190.133 14
12.201.241.2 14
120.146.222.251 14
120.92.142.101 14
121.162.44.72 14
121.165.20.90 14
124.128.89.187 14
125.134.251.45 14
125.88.145.218 14

13.93.127.4 14
149.56.15.98 14
158.69.122.113 14
160.202.163.4 14
163.172.106.92 14
163.172.122.64 14
164.132.202.47 14
165.227.126.162 14
167.99.87.223 14
178.159.110.63 14
179.228.242.120 14
180.191.1.221 14
180.76.180.95 14
181.123.8.162 14
181.65.187.157 14
187.64.128.7 14
189.172.15.196 14
190.104.233.44 14
190.36.76.17 14
190.98.228.53 14
197.214.65.58 14
202.112.113.222 14
202.149.193.118 14
211.21.48.129 14
211.252.84.20 14
212.47.234.174 14
212.80.227.140 14
221.217.52.32 14

IPs
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Brute-force attack analysis

34.201.229.41 14
36.89.56.175 14
46.171.25.26 14

5.89.251.56 14
51.144.163.207 14

51.254.37.192 14
51.38.51.200 14
58.61.38.143 14
59.120.243.8 14

64.34.202.161 14

70.45.243.146 14

73.217.26.242 14
73.239.74.86 14
79.137.70.12 14

81.192.31.134 14

82.166.144.169 14
82.202.219.155 14
82.64.45.4 14
83.228.53.153 14
85.105.160.154 14
91.121.75.208 14
91.236.178.157 14
91.66.119.18 14
1.171.154.218 12
121.121.109.40 12
121.134.204.54 12
131.72.216.154 12
140.115.109.165 12
142.4.215.223 12
173.249.42.115 12
176.78.142.144 12
181.169.138.7 12
183.60.40.104 12
185.152.66.133 12
186.120.187.234 12
189.84.94.25 12
200.241.193.111 12
201.42.202.48 12
211.23.162.130 12
41.228.12.149 12
46.43.3.11 12
50.53.161.51 12
88.174.34.239 12
101.28.247.133 10
103.108.228.157 10

113.13.17.137 10
14.143.5.162 10

194.224.169.17 10

217.32.246.90 10
37.17.35.103 10

103.25.167.82 8

165.132.148.127 8
5.196.7.232 8
5.32.118.190 8
76.68.122.188 8
79.77.51.65 8
103.108.228.48 6
163.178.170.17 6
185.25.118.40 6
187.84.212.211 6
42.62.51.54 6
81.133.189.239 6

IPs
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81.136.241.89

81.149.211.134

1.163.84.48

101.226.196.136

106.51.114.159

116.240.49.204

118.98.127.138

125.178.39.135

144.76.94.181

161.184.140.125

173.212.228.5

182.148.28.144

183.88.225.151

185.10.21.27

189.203.188.188

201.155.194.157

213.98.181.220

221.132.85.112

223.247.134.99

34.205.101.212

37.120.164.63

45.76.107.190

46.188.16.55

59.30.101.105

62.232.37.162

78.34.25.137

81.133.3.20

81.137.199.19

81.174.8.105

81.234.191.64

81.30.228.210

88.173.180.43

91.217.40.110

92.207.194.176

101.254.166.115

101.96.129.59

103.253.2.132

103.39.107.214

104.168.171.191

104.236.102.142

104.52.24.81

106.245.34.157

106.51.226.154

109.122.59.61

111.19.140.72

111.19.140.92

111.200.217.66

111.230.69.91

111.59.84.186

112.221.155.21

112.78.137.2

114.251.39.161

115.127.24.186

115.146.127.201

115.68.216.81

117.102.70.132

118.121.41.17

118.89.153.88

119.136.112.206

119.160.150.47

119.18.193.86

119.28.179.33
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121.167.221.251

121.190.40.161

122.152.197.189

122.152.220.51

123.153.98.238

123.207.39.209

123.21.114.15

123.31.40.132

124.202.155.80

124.235.165.166

128.199.112.211

128.199.191.144

128.199.91.171

129.213.92.119

13.124.220.19

130.211.94.166

132.148.152.53

132.148.86.237

137.74.169.189

138.94.20.188

139.162.205.175

14.162.145.193

14.162.214.144

14.232.160.213

14.29.123.176

14.29.148.96

14.47.248.39

140.143.206.190

140.143.38.61

140.249.49.216

142.54.234.5

147.75.114.113

148.0.126.222

148.101.23.101

148.228.16.16

148.255.18.78

151.80.41.151

152.0.96.52

159.89.165.94

159.89.196.64

161.53.81.21

162.255.88.20

163.172.46.49

167.99.163.214

171.238.71.5

171.244.34.34

175.205.114.52

177.125.22.208

177.159.103.123

177.159.96.42

178.188.34.162

178.48.182.29

18.144.18.81

180.101.185.159

180.250.247.43

180.76.176.4

181.118.94.57

181.66.146.70

182.140.214.150

182.23.45.72

182.254.219.106

182.61.44.11
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182.91.251.38

183.131.65.10

183.249.241.46

185.97.114.173

186.193.186.112

186.28.255.233

187.49.245.196

188.194.181.199

188.225.25.210

189.103.64.223

189.204.139.57

189.211.229.82

189.254.33.157

189.50.51.54

190.128.137.10

191.177.205.160

191.96.50.79

192.169.155.230

193.112.241.141

194.179.72.165

196.32.194.90

200.107.35.110

200.68.18.72

201.158.27.47

201.234.224.70

201.236.92.100

202.120.38.232

202.129.29.135

202.137.154.188

202.137.154.47

202.167.232.190

202.91.82.52

203.191.149.32

203.94.69.50

206.252.205.243

206.81.7.74

207.58.210.251

209.74.120.107

210.209.70.250

211.216.174.250

212.159.148.72

212.227.8.61

212.98.130.74

213.32.19.126

213.81.213.173

216.214.177.133

217.41.15.196

217.59.246.27

217.79.61.85

220.173.143.203

220.68.231.105

221.132.85.19

221.178.128.59

222.252.30.117

223.203.200.37

35.194.86.118

37.114.133.244

37.114.153.22

37.59.46.226

37.59.66.56

41.222.50.40

41.239.89.169
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41.39.29.54

41.86.155.4

45.119.82.125

46.107.208.146

46.252.37.132

46.29.194.213

49.236.203.129

5.196.70.13

5.196.73.151

5.39.89.70

5.59.73.6

5.59.77.222

50.192.119.251

51.15.220.125

51.255.166.189

52.211.107.70

52.228.70.145

54.36.102.128

54.36.151.64

54.36.163.121

54.36.182.244

57.100.3.155

58.27.54.5

58.59.113.229

59.185.224.148

59.48.228.162

61.137.191.198

64.41.86.128

64.41.86.130

66.155.106.108

67.182.71.220

72.38.90.230

77.222.158.9

77.224.196.189

77.87.96.226

79.7.97.222

8.21.213.131

80.13.204.226

80.211.250.176

80.248.64.62

81.150.49.67

81.86.212.0

82.112.32.45

82.200.205.71

84.75.154.92

87.27.150.229

89.147.72.18

89.188.125.244

89.96.211.126

92.222.14.156

92.63.197.29

93.126.11.249

95.181.143.185

96.70.80.177
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IP details

P Continent Cou
84.1.159.99 Europe Hungary Jasz-Nagykun-Szolnok Count of Continent
37.187.142.14 Europe France 150 @ Continent
89.250.83.82 Asia Kazakhstan
164.132.204.155 Europe France
176.31.100.19 Europe France
201.20.36.4 South America Brazil g 10
210.42.41.133 Asia China Hubei é
88.182.121.217 Europe France Essonne §
188.165.195.154 Europe France ‘2 50
5.101.40.81 Europe Russia St.-Petersburg E
190.196.95.94 South America Chile Santiago Metropolitan
192.227.227.18 North America United States New York 0
115.110.225.130 Asia India Karnataka Europe Asia South North Oceania Africa
46.37.21.15 Europe Italy Province of Arezzo America - America
103.230.37.44 Asia Singapore Central Singapore Community Development Council Continent
103.251.221.22 Asia India Uttar Pradesh
103.36.84.100 Asia India Maharashtra
103.94.121.242 Asia Indonesia Jakarta Count of Country
103.97.101.2 Asia Indonesia - Hungary
104.234.223.14 North America Canada Ontario Hietnam T
106.255.233.154 Asia Republic of Korea  |Seoul Tunisia France
109.202.18.235 Europe Russia Novosibirskaya Oblast' Kazakh‘s‘tain
114.143.59.202 Asia India ).8
116.196.114.152 Asia China Beijing Sermany Brazil
118.45.190.133 Asia Republic of Korea Daegu ’;:9)(\00 / Cmr‘wa
12.201.241.2 North America United States California 5.0
120.146.222.251 Oceania Australia Victoria United Kingdom ; ' Russia
120.92.142.101 Asia China Beijing Republic of Korea Chile
121.162.44.72 Asia Republic of Korea Seoul €
121.165.20.90 Asia Republic of Korea Gyeonggi-do (Faﬁada United States
124.128.89.187 Asia China Shandong ﬂw&anesla India
125.134.251.45 Asia Republic of Korea Gyeongsangnam-do 2.8 )
125.88.145.218 Asia China Guangdong
13.93.127.4 Europe Netherlands North Holland
149.56.15.98 North America Canada Quebec
158.69.122.113 North America Canada Quebec
160.202.163.4 Asia Republic of Korea Seoul
163.172.106.92 Europe France
163.172.122.64 Europe France
164.132.202.47 Europe France
165.227.126.162 North America United States New Jersey
167.99.87.223 Europe United Kingdom England
178.159.110.63 Europe Ukraine
179.228.242.120 South America Brazil Sao Paulo
180.191.1.221 Asia Philippines
180.76.180.95 Asia China Beijing
181.123.8.162 South America Paraguay Departamento de Itapua
181.65.187.157 South America Peru
187.64.128.7 South America Brazil Espirito Santo
189.172.15.196 North America Mexico Baja California Sur
190.104.233.44 South America Argentina Buenos Aires F.D.
190.36.76.17 South America Venezuela Miranda
190.98.228.53 South America Chile Santiago Metropolitan
197.214.65.58 Africa Equatorial Guinea Centro Sur
202.112.113.222 Asia China Beijing
202.149.193.118 Asia India
211.21.48.129 Asia Taiwan
211.252.84.20 Asia Republic of Korea
212.47.234.174 Europe France
212.80.227.140 Europe Germany Saxony
221.217.52.32 Asia China Beijing
34.201.229.41 North America United States Virginia
36.89.56.175 Asia Indonesia
46.171.25.26 Europe Poland
5.89.251.56 Europe Italy Naples
51.144.163.207 Europe Netherlands North Holland
51.254.37.192 Europe France
51.38.51.200 Europe France
58.61.38.143 Asia China Guangdong
59.120.243.8 Asia Taiwan Tainan
64.34.202.161 North America United States Virginia
70.45.243.146 North America Puerto Rico
73.217.26.242 North America United States Colorado
73.239.74.86 North America United States Washington
79.137.70.12 Europe Poland
81.192.31.134 Africa Morocco Skhirate-Temara
82.166.144.169 Asia Israel
82.202.219.155 Europe Russia
82.64.45.4 Europe France Val-de-Marne
83.228.53.153 Europe Bulgaria Sofia
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85.105.160.154 Asia Turkey Istanbul
91.121.75.208 Europe France North
91.236.178.157 Europe Russia Moscow Oblast
91.66.119.18 Europe Germany Land Berlin
1.171.154.218 Asia Taiwan Taipei City
121.121.109.40 Asia Malaysia Selangor
121.134.204.54 Asia Republic of Korea Seoul
131.72.216.154 South America Brazil Tocantins
140.115.109.165 Asia Taiwan Taipei City
142.4.215.223 North America Canada Quebec
173.249.42.115 Europe Germany

176.78.142.144 Europe Portugal Faro
181.169.138.7 South America Argentina Buenos Aires F.D.
183.60.40.104 Asia China Guangdong
185.152.66.133 North America United States Georgia
186.120.187.234 North America Dominican Republic |Nacional

189.84.94.25 South America Brazil Rio de Janeiro
200.241.193.111 South America Brazil

201.42.202.48 South America Brazil Sao Paulo
211.23.162.130 Asia Taiwan Taipei City
41.228.12.149 Africa Tunisia

46.43.3.11 Europe United Kingdom

50.53.161.51 North America United States Oregon
88.174.34.239 Europe France Seine-Saint-Denis
101.28.247.133 Asia China Hebei
103.108.228.157 Oceania Australia Queensland
113.13.17.137 Asia China Guangxi
14.143.5.162 Asia India Karnataka
194.224.169.17 Europe Spain Biscay
217.32.246.90 Europe United Kingdom

37.17.35.103 Europe Belarus Minsk City
103.25.167.82 Asia Indonesia

165.132.148.127 Asia Republic of Korea Seoul
5.196.7.232 Europe France

5.32.118.190 Asia United Arab Emirates | Dubai
76.68.122.188 North America Canada Ontario
79.77.51.65 Europe United Kingdom

103.108.228.48 Oceania Australia Queensland
163.178.170.17 North America Costa Rica Provincia de San Jose
185.25.118.40 Europe Ukraine

187.84.212.211 South America Brazil Rio Grande do Sul
42.62.51.54 Asia China Beijing

81.133.189.239 Europe United Kingdom

81.136.241.89 Europe United Kingdom Milton Keynes
81.149.211.134 Europe United Kingdom Surrey
1.163.84.48 Asia Taiwan Taipei City
101.226.196.136 Asia China Shanghai
106.51.114.159 Asia India Andhra Pradesh
116.240.49.204 Oceania Australia New South Wales
118.98.127.138 Asia Indonesia

125.178.39.135 Asia Republic of Korea Seoul
144.76.94.181 Europe Germany

161.184.140.125 North America Canada British Columbia
173.212.228.5 Europe Germany

182.148.28.144 Asia China Sichuan
183.88.225.151 Asia Thailand Bangkok
185.10.21.27 Europe Republic of Moldova |Bender Municipality
189.203.188.188 North America Mexico Mexico City
201.155.194.157 North America Mexico Michoacadn
213.98.181.220 Europe Spain Barcelona
221.132.85.112 Asia Republic of Korea Seoul
223.247.134.99 Asia China Anhui
34.205.101.212 North America United States Virginia
37.120.164.63 Europe Germany

45.76.107.190 Asia Japan Tokyo
46.188.16.55 Europe Russia

59.30.101.105 Asia Republic of Korea

62.232.37.162 Europe United Kingdom Waltham Forest
78.34.25.137 Europe Germany North Rhine-Westphalia
81.133.3.20 Europe United Kingdom Belfast
81.137.199.19 Europe United Kingdom

81.174.8.105 Europe Italy

81.234.191.64 Europe Sweden Vastra Gotaland
81.30.228.210 Europe Czechia

88.173.180.43 Europe France Seine-et-Marne
91.217.40.110 Europe Poland West Pomerania
92.207.194.176 Europe United Kingdom Camden
101.254.166.115 Asia China Beijing
101.96.129.59 Asia China Beijing
103.253.2.132 Asia Indonesia Jakarta
103.39.107.214 Asia China Liaoning

IP details
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104.168.171.191 North America United States Oklahoma
104.236.102.142 North America United States New Jersey
104.52.24.81 North America United States

106.245.34.157 Asia Republic of Korea Gyeonggi-do
106.51.226.154 Asia India Karnataka
109.122.59.61 Europe Ukraine Cherkas'ka Oblast'
111.19.140.72 Asia China

111.19.140.92 Asia China

111.200.217.66 Asia China Beijing
111.230.69.91 Asia China Beijing
111.59.84.186 Asia China

112.221.155.21 Asia Republic of Korea Gyeonggi-do
112.78.137.2 Asia Indonesia Jakarta
114.251.39.161 Asia China Beijing
115.127.24.186 Asia Bangladesh Dhaka
115.146.127.201 Asia Vietnam Thanh Pho Ha Noi
115.68.216.81 Asia Republic of Korea

117.102.70.132 Asia Indonesia West Java
118.121.41.17 Asia China Sichuan
118.89.153.88 Asia China Beijing
119.136.112.206 Asia China Guangdong
119.160.150.47 Asia Brunei Brunei and Muara District
119.18.193.86 Asia China Beijing
119.28.179.33 Asia China Beijing
121.167.221.251 Asia Republic of Korea Gyeonggi-do
121.190.40.161 Asia Republic of Korea Seoul
122.152.197.189 Asia China Beijing
122.152.220.51 Asia China Beijing
123.153.98.238 Asia China Zhejiang
123.207.39.209 Asia China Beijing
123.21.114.15 Asia Vietnam Ho Chi Minh City
123.31.40.132 Asia Vietnam Thanh Pho Ha Noi
124.202.155.80 Asia China Beijing
124.235.165.166 Asia China Jilin
128.199.112.211 Asia Singapore Central Singapore Community Development Council
128.199.191.144 Asia Singapore Central Singapore Community Development Council
128.199.91.171 Asia Singapore Central Singapore Community Development Council
129.213.92.119 North America United States California
13.124.220.19 Asia Republic of Korea Incheon
130.211.94.166 North America United States California
132.148.152.53 North America United States Arizona
132.148.86.237 North America United States Arizona
137.74.169.189 Europe France

138.94.20.188 South America Brazil Sao Paulo
139.162.205.175 Europe United Kingdom England
14.162.145.193 Asia Vietnam Thanh Pho Ha Noi
14.162.214.144 Asia Vietnam Thanh Pho Ha Noi
14.232.160.213 Asia Vietnam Thanh Pho Ha Noi
14.29.123.176 Asia China Guangdong
14.29.148.96 Asia China Guangdong
14.47.248.39 Asia Republic of Korea Seoul
140.143.206.190 Asia China Beijing
140.143.38.61 Asia China Beijing
140.249.49.216 Asia China Shandong
142.54.234.5 North America United States California
147.75.114.113 South America Colombia

148.0.126.222 North America Dominican Republic |Provincia de La Romana
148.101.23.101 North America Dominican Republic |Nacional
148.228.16.16 North America Mexico Puebla
148.255.18.78 North America Dominican Republic |Nacional
151.80.41.151 Europe France North
152.0.96.52 North America Dominican Republic |Nacional
159.89.165.94 Asia India Karnataka
159.89.196.64 Asia Singapore Central Singapore Community Development Council
161.53.81.21 Europe Croatia

162.255.88.20 North America United States Georgia
163.172.46.49 Europe France

167.99.163.214 North America United States California
171.238.71.5 Asia Vietnam Thanh Pho Ha Noi
171.244.34.34 Asia Vietnam Thanh Pho Ha Noi
175.205.114.52 Asia Republic of Korea North Chungcheong
177.125.22.208 South America Brazil Maranhao
177.159.103.123 South America Brazil Rio Grande do Sul
177.159.96.42 South America Brazil Rio Grande do Sul
178.188.34.162 Europe Austria Upper Austria
178.48.182.29 Europe Hungary Budapest
18.144.18.81 North America United States California
180.101.185.159 Asia China Jiangsu
180.250.247.43 Asia Indonesia

180.76.176.4 Asia China Beijing
181.118.94.57 South America Argentina Mendoza
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53



Brute-force attack analysis

181.66.146.70 South America Peru Lima
182.140.214.150 Asia China Sichuan
182.23.45.72 Asia Indonesia

182.254.219.106 Asia China Beijing
182.61.44.11 Asia China Beijing
182.91.251.38 Asia China Guangxi
183.131.65.10 Asia China Shanghai
183.249.241.46 Asia China Zhejiang
185.97.114.173 Asia Kazakhstan Almaty Qalasy
186.193.186.112 South America Brazil Maranhao
186.28.255.233 South America Colombia Bogota D.C.
187.49.245.196 South America Brazil Sao Paulo
188.194.181.199 Europe Germany Bavaria
188.225.25.210 Europe Russia

189.103.64.223 South America Brazil Mato Grosso do Sul
189.204.139.57 North America Mexico Mexico City
189.211.229.82 North America Mexico Nuevo Ledn
189.254.33.157 North America Mexico Mexico City
189.50.51.54 South America Brazil

190.128.137.10 South America Paraguay

191.177.205.160 South America Brazil Parana
191.96.50.79 North America United States Wyoming
192.169.155.230 North America United States Arizona
193.112.241.141 Asia China Beijing
194.179.72.165 Europe Spain Madrid
196.32.194.90 Africa Angola

200.107.35.110 South America Ecuador Provincia de Pichincha
200.68.18.72 South America Chile Santiago Metropolitan
201.158.27.47 South America Brazil Rio Grande do Norte
201.234.224.70 South America Venezuela Capital
201.236.92.100 South America Chile Santiago Metropolitan
202.120.38.232 Asia China Shanghai
202.129.29.135 Asia Thailand

202.137.154.188 Asia Laos

202.137.154.47 Asia Laos

202.167.232.190 Asia Japan

202.91.82.52 Asia India Karnataka
203.191.149.32 Asia China Sichuan
203.94.69.50 Asia Sri Lanka Western Province
206.252.205.243 North America United States New York
206.81.7.74 North America United States California
207.58.210.251 North America United States Ohio
209.74.120.107 North America United States Michigan
210.209.70.250 Asia Hong Kong

211.216.174.250 Asia Republic of Korea Gyeonggi-do
212.159.148.72 Europe United Kingdom Haringey
212.227.8.61 Europe Germany Bavaria
212.98.130.74 Asia Lebanon

213.32.19.126 Europe France

213.81.213.173 Europe Slovakia

216.214.177.133 North America United States New York
217.41.15.196 Europe United Kingdom

217.59.246.27 Europe Italy

217.79.61.85 Europe Russia

220.173.143.203 Asia China Guangxi
220.68.231.105 Asia Republic of Korea

221.132.85.19 Asia Republic of Korea Seoul
221.178.128.59 Asia China Jiangsu
222.252.30.117 Asia Vietnam Thanh Pho Ha Noi
223.203.200.37 Asia China Beijing
35.194.86.118 North America United States Virginia
37.114.133.244 Asia Azerbaijan

37.114.153.22 Asia Azerbaijan Baku City
37.59.46.226 Europe France

37.59.66.56 Europe France

41.222.50.40 Africa South Africa Western Cape
41.239.89.169 Africa Egypt Alexandria
41.39.29.54 Africa Egypt Alexandria
41.86.155.4 Africa Nigeria Lagos
45.119.82.125 Asia Vietnam Tinh Quang Ngai
46.107.208.146 Europe Hungary Hajdu-Bihar
46.252.37.132 Europe Albania Qarku i Tiranes
46.29.194.213 Europe Russia

49.236.203.129 Asia Malaysia

5.196.70.13 Europe France

5.196.73.151 Europe France

5.39.89.70 Europe France Seine-Saint-Denis
5.59.73.6 Europe Spain Malaga
5.59.77.222 Europe Spain Malaga
50.192.119.251 North America United States Michigan

51.15.220.125

Europe

France

IP details
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51.255.166.189 Europe France

52.211.107.70 Europe Ireland Leinster
52.228.70.145 North America Canada Ontario
54.36.102.128 Europe France

54.36.151.64 Europe France

54.36.163.121 Europe United Kingdom

54.36.182.244 Europe France

57.100.3.155 Asia Singapore

58.27.54.5 Asia Malaysia Negeri Sembilan
58.59.113.229 Asia China Shandong
59.185.224.148 Asia India Maharashtra
59.48.228.162 Asia China Shanxi
61.137.191.198 Asia China Liaoning
64.41.86.128 North America United States lllinois
64.41.86.130 North America United States lllinois
66.155.106.108 North America United States California
67.182.71.220 North America United States California
72.38.90.230 North America Canada Ontario
77.222.158.9 Europe Ukraine Khmel'nyts'ka Oblast'
77.224.196.189 Europe Spain Las Palmas
77.87.96.226 Europe Russia Chechnya
79.7.97.222 Europe Italy Provincia di Bologna
8.21.213.131 North America United States Texas
80.13.204.226 Europe France

80.211.250.176 Europe Poland Mazovia
80.248.64.62 Africa Togo

81.150.49.67 Europe United Kingdom Kingston upon Hull
81.86.212.0 Europe United Kingdom Hackney
82.112.32.45 Europe Russia Sverdlovskaya Oblast'
82.200.205.71 Asia Kazakhstan

84.75.154.92 Europe Switzerland Bern

87.27.150.229 Europe Italy Provincia di Catanzaro
89.147.72.18 Europe Hungary Somogy megye
89.188.125.244 Europe Russia Moscow
89.96.211.126 Europe Italy Milan
92.222.14.156 Europe France Paris

92.63.197.29 Europe Russia

93.126.11.249 Asia Iran Isfahan
95.181.143.185 Europe Russia Moscow Oblast

96.70.80.177

North America

United States

Michigan

IP details
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47072

12

9224

1664

58104

51018

44232

58232

60642

44644

41928

49226

34320

44038

57956

43268

39666

56566

55512

34882

49796

47724

53251

0.1%
40354

47072

0.1%
57678

0.5%
39348

0.1%
42028

0.1%
50576

0.1%
57096

0.1%
54778

0.1%
36486

0.1%
47858

0.1%
30838

0.1%
36880

0.1%
54173

0.1%
65288

0.1%
3219

0.1%
59002

0.1%

0.1%
60988

0.1%

44442

46680

54388

59912

48538

36890

43394

58060

35162

51218

42964

35068

41945

50762

59146

36654

36456

47069

32952

35030

48000

39876

47612

50566

37390

55052

39930

52322

54684

44438

33850

35486

35596

46884

56940

51472

49672

40842

43010

NINIRININ[NININININININRININ NN ININININININIS SRS

Ports
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35762

48672

56988

35620

60248

46438

38088

52486

53290

35876

49204

55540

53446

45500

57787

42390

53556

42724

38190

34159

42992

60418

26177

3577

55472

46968

3781

60634

57073

49886

27657

34606

42063

42065

7788

44506

47038

50034

62573

39348

51428

40310

51747

17363

33608

27059

57038

40763

46433

60746

36596

35163

62079

41113

24820

52990

53164

4024

35774

54236

45178

[SEESEES R RSN R SRS NS R S R S RS N RS R NSNS SRS N NS N NI SIS NI IS HE S HESHE SIS R S S N N S S S N S S R S R S R R N N N S N S S R ISR S R RSN SR ISR SR SR IS )
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59900

57990

58673

37025

37028

50338

37432

43760

57810

53513

43112

54288

57722

34288

58758

45688

49822

5130

60202

46955

33258

38154

12094

55804

43694

57909

45214

2976

55334

42420

57734

44782

60024

43970

47102

34628

34200

49500

36580

58866

51862

37860

50576

38964

54306

41398

56702

43822

45504

58554

59126

34410

53410

46212

33336

48600

34466

60434

35652

51002

38124

SRR RSN R NSNS R S R RS N RIS R NSNS S RSN NS N NI SIS NI NSNS HE S HE SIS R S S N N S R S S S S S S R S R S R R N N N N S S R ISR ISR ESH ESE ESH LS S E SN § N
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53432

40534

55868

42918

43946

34052

44321

45296

54765

47676

34770

50097

50116

37164

52496

39598

54978

34342

42126

49188

57510

54566

49866

48902

60020

51614

40080

47174

34326

49710

36854

52200

41422

39366

43591

54778

58434

46806

55012

57314

44470

59860

47022

34172

48106

41622

49568

37915

36724

52032

39022

2145

54276

48128

39070

47363

35040

50470

44658

60038

47192

[SEES RIS RN R SNSRI R RS N RIS R RIS NSNS RSN NS N IS NI NI NS HE S NS HE SIS H A R S S N N S R S S S S S S R S R R N N N S N SR S R ISR ISR ESH LS RS SN NN § S N

Ports
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60631

57689

33810

35099

34356

20833

49758

36918

52308

39450

59558

54824

47309

42504

36138

15368

57208

51828

38785

59102

45946

47380

32792

47858

51804

34686

40161

49744

25293

55330

54913

36572

51640

38476

53548

33310

40392

44894

43982

11265

14089

59823

33514

13674

48660

50924

45552

48018

35638

28513

51128

1885

40356

38406

45857

40760

53924

43512

54415

41204

56712

SRR RSN R SN SN S R S RE  R S N RE S R S NE SN SNE SEE SN NS NI SN NI NS HE S HESHE SIS R S S N N S S S S N S I R S R S R I R N N N I S S R ISR S RSN SR ISR SR SR S

Ports
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47326
33496
44000
59520
36658
46804
34088
54242
48914
57706
49600
36880
52090
36252
48876
52394
42146
49260
37676
55180
56384
42460
59550
57974
45256
40908
52682
52684
50770
60766
48046
41922
35334
60758
50862
33134
41634
38172
53710
52462
41024
34188
34900
43886
44346
59444
52594
54878
46768
50602
34106
42048
49674
36370
47622
59738
37010
42054
52578
60790
50632

SRR RSN R SNSRI R SN S S RSN NS N NI SN NI NSNS HESHE SIS R S S N N S R S S S S S R S R S R R R N N N S N S S R ISR ISR ESH LS RS SN NS S N
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49194

65288

39934

56226

44500

51208

38646

41568

42876

35038

58464

60342

56332

40428

53818

45830

58976

50870

33190

44306

41336

36124

48796

41114

53322

48829

2431

36170

54906

49330

58410

41506

51798

53634

39192

42464

46144

46254

42748

44027

54818

60708

34849

44240

42222

51624

51289

50714

37510

57842

57144

38717

33794

33806

58950

40704

45238

43906

60900

59002

51570

SRR RSN R NSNS R R RS N RIS R RSN S RSN NS N IS NI NS EE S NS HE SIS R S S N N S R S S N S S S R S R S R I R N N N N S S R ISR S R RS SR ISR SR SR S
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57036

36096

33400

37930

52456

54866

48310

48976

46576

41116

53054

35776

38968

26430

48190

51484

56318

42636

31203

38970

45254

36038

55920

43842

39392

44174

47237

34000

48436

54712

30034

51010

42184

53790

37974

35384

58928

53115

53668

35228

45230

48392

45682

45685

55874

45376

38456

54964

36680

32852

47062

43092

48562

54632

56340

46296

56154

36054

38020

58668

58736

SRR RSN R NSNS R S R S RS N RIS R RSN S SRS N NS NSNS NI IS EE S HESHE S IS R S S N N S R S S N S S S R S R S R I R N N N I S S R ISR S R RS SR ISR SR SR S )
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47734

51778

55594

37744

60736

35669

41692

45778

39270

57308

57398

45614

32961

33069

54996

34254

59128

57498

60988

42486

34212

47288

50112

60098

48440

7294

7390

58214

35070

48942

39250

45708

58714

57869

37576

38140

37014

45483

45777

56041

58494

54944

52750

52151

48938

60208

54922

60828

53394

44288

19892

20043

38410

44270

46952

61700

48430

51418

44984

42220

33632

SRR RN R NSNS R S N S RS N RIS R NSNS SRS N NS NSNS NI NI IS EE S NS HE SIS R S S N N S S S N S S S R S R S R R N N N I S S R ISR S R RSN SR ISR ESH SR ESH RN
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38286

51147

58165

58421

50956

49468

55922

37662

43376

33982

45318

59896

32570

32630

38490

34710

56656

52852

52344

33484

55370

50518

41736

47256

55325

56572

59352

58899

50172

54549

50227

52899

54334

52335

37964

39551

48907

62802

47400

38684

39096

39431

56910

37004

38336

54852

57052

37306

40260

36622

42892

33701

48848

39992

35466

44482

58352

43380

46686

48352

34850

SRR RSN R NSNS R S R S RS N RIS R SN SN S RSN NS N NI SIS NI IS HE S HESHE SIS R R S R N N S S S R S N S N R S R S R R N N N N S S R ISR ISR ESE SR RS LSH S S E S
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Brute-force attack analysis

60168

55426

58820

57740

46366

45070

48293

33828

57368

40747

49872

54418

44882

49380

58084

51794

56990

45670

34726

51972

46104

51505

58068

38770

47904

51344

52794

58362

36864

49429

42148

33370

50670

59291

56230

60414

57363

54594

53234

51244

60701

36424

45106

39746

41044

18017

44450

47452

40577

62349

47586

34661

58898

16905

33528

42674

56364

34306

47998

38628

48638

SRR RSN R SNSRI R S SN S RSN NS N NI SIS N NS HE S NS HE SIS R R R N N S R S R S S N S S R S R S R I R N N N I S SR ISR S R RS SR ISR SR SR S )
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Brute-force attack analysis

57656

65460

39717

57668

60484

41808

43916

47236

60314

52776

53403

60734

49012

34331

15053

49732

51838

57609

3219

58895

57006

42507

56460

39134

56494

50002

53050

35343

37120

61299

37057

45870

43168

63785

40976

36339

56774

53399

64896

33380

33312

60060

50377

25745

34554

50948

33148

40496

43973

16573

41780

41966

47750

34593

50111

43522

56407

45827

53938

46494

45744

SRR RSN R SNSRI R S SN S RSN NS N NI SIS N NS HE S NS HE SIS R R R N N S R S R S S N S S R S R S R I R N N N I S SR ISR S R RS SR ISR SR SR S )
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Brute-force attack analysis

44962

59606

49192

58646

58642

52316

60432

58014

34370

54640

62235

53994

44544

57305

56124

40993

46478

52082

49006

59015

35242

43174

50692

52000

1088

48613

56488

46698

1670

56314

43110

40934

34036

40926

37638

41362

59388

53048

54173

60396

1994

57662

18683

49632

1984

19486

54912

43914

61174

46798

15244

44812

34556

39890

58512

49473

46980

36666

34800

57778

48226

SRR RN R SNSRI R NS LS S RSN NS N NI SIS NI NS EE S HE S HE SIS R S S N N S S S S S S S R S R S R I R R N N N I S SR ISR S R RSN SR SR SR SR S
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Brute-force attack analysis

58324

54760

38662

38718

53748

36262

52489

44630

43873

48986

16136

6230

57438

32265

34488

48098

44624

44386

58495

53778

39340

38586

55654

2048

58110

59288

57306

54804

52856

43018

56942

45846

56504

33784

47792

30838

41003

36024

43186

47294

5385

34155

60508

58448

4724

34992

36926

35060

54670

22605

55570

54084

43102

48704

55242

49655

44944

34683

34687

41737

24918

SRR RN R SNSRI R S S NS RESHE E IS N NI SIS NI SIS EE S HESEE SIS R S S N N S S S S S S I R S R I R I R N N N I S S R ISR S RSN SR SR SR SR S
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Brute-force attack analysis

47254

41250

41252

34994

14505

15113

52527

53240

28153

48290

48292

55583

58783

40566

39700

46700

43612

52281

58795

51638

37548

57246

41198

55776

36484

36486

28936

52372

46644

34240

8150

53738

36036

49300

44958

44170

65423

53654

36361

42422

36210

60494

40692

38588

43024

62728

55660

35546

39945

49862

7945

33367

56898

54432

40388

39710

39156

34884

50010

50016

56710

SRR RS SRS N S R S R S RS N RIS R S S S RESHE E IS N NI SIS NI NS EE S HESHE S IS R S S N N S S S S S S R S R I R I R N N N N S S R ISR S R RS SR ISR SR SR S )
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Brute-force attack analysis Ports

47286
57658
43130
46078
32638
36244
54148
47330
57504
43272
35416
47275
43424
57096
17523

4649
60940
52924
36952
57526
59870
43338
54848
58208
28962
54091
53923
40424
50550
50659
46130
50304
47141
24329
34432
47220
35674
43758
39716
13321
59455
40367
43791
55172
53452
57410
36962
55398
40360
35222
33551
46814
53490
59497
50894
52724
51251
38226
40892
36951
60710

SRR RS SRS N S R S R S RS N RIS R S S S RESHE E IS N NI SIS NI NS EE S HESHE S IS R S S N N S S S S S S R S R I R I R N N N N S S R ISR S R RS SR ISR SR SR S )
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Brute-force attack analysis

36220

42028

47364

59570

50216

53868

58538

53957

48892

39722

43286

38178

6796

20880

55722

34027

39313

43428

57317

37402

23929

46344

13730

55034

34408

57316

3540

37078

46790

20826

57831

44066

27913

54662

43382

10472

37368

6153

47739

33256

42440

56579

40337

58912

35880

36898

46193

37658

52232

58645

50928

40922

35767

53192

45522

57678

38062

38064

33436

52503

54067
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Brute-force attack analysis

25273

58245

48557

45304

14771

19983

36847

42298

53887

59624

43035

14654

34658

38133

58967

37484

9322

51340

57785

35275

52224

60492

54232

58175

45411

52136

47883

27140

33017

55158

41572

53609

49828

58585

41536

39202

44490

36362

55938

53912

62003

54327

48494

49470

43232

53246

30468

53421

45639

60768

46089

37808

49040

27583

6386

50559

37526

50062

40354

42726

39394
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Brute-force attack analysis

56548

7946

47870

35161

37920

39352

58102

35997

58090

38448

3891

24658

55482

52816

51318

47523

33150

50455

44872

42226

22397

56095

39860

46614

53028

42344

50808

40713

41912

59902

18697

39296

49242

40174

43256

38540

35848

56050

34008

55668

59752

44426

45366

35570

54086

55460

33598

34038

51152

58377

50534

49628

33624

58809

46876

36872

51864

7133

42692

42594

50840
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Brute-force attack analysis

56622

41560

54949

42394

47234

47574

52174

41468

57828

6974

55244

53817

40180

35758

64889

43682

59298

49004

57766

48678

57100

36909

48817

48890

53765

42516

35368

40158

47106

6339

50310

38748

37862

41982

35246

36376

38474

56048

43360

43800

54006

35672

45780

32830

39292

51729

33094

43324

49728

35180

38778

57242

2144

58873

52808

38236

42846

56932

2118

51382

42198
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Brute-force attack analysis

41434

50584

33777

36018

46854

59812

2058

41379

46338

35902

41060

2262

58408

41704

58722

58692

46059

54920

53251
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